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Introduction  

The administrator interface of the payment system eCommerceConnect is 

designed to gain access to such system functions as: 

1. Retrieve transaction information online 

2. Generate reversal operation 

3. Configuring eCommerceConnect Gateway Operation Parameters
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1. Getting started with the system 

Before starting work with the admin interface eCommerceConnect – merchant needs 

to get the user account data in the UPC support service: Login and Password for 

authorization in the merchant’s personal account. The received Login and Password 

must be entered in the appropriate fields “Username” and “Password” on the start 

page "Login Page" for authorization in the system and click "Submit": Picture 1 

 

 

 

                                                                                                                    Picture 1 
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2. User Menu 

2.1 Information 

After successful user authorization – opens the following form: Picture 2  

 

 

In this form, the user sees the following information: 

1. User Login and Password expiration date 

2. In the upper right corner, the user needs to select the preferred 

language in which the admin interface will be displayed 

3. On the left side is the main menu of the administrative interface

Picture 2 
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2.2 Profile 

When the user goes to the "Profile" section in the main menu, the interface 

administrator sees: Picture 3 

 

 

In this form, the user sees the following information: 

1. “Profile” – the user needs to fill in the appropriate fields with 

contact information about the responsible person, so that 

administrators from the UPC support can contact with merchant if 

necessary 

2. “Change password” – after the first successful authorization in 

the interface, the user needs to change the password received from the 

UPC support service to a permanent personal password, which will be 

known only to authorized representatives of the merchant  

3. To save entered and/or changed data in this form, please click the 

suitable button "Update" 

Please fill in this page personal data and change your password after first 

successful login to the system. 

  

Picture 3 
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2.3 List of terminals  

In the “Terminals” section of the main menu, the user can see brief 

information about Merchant terminals registered for this merchant by UPC support. 

It is shown in the form “Terminal list”: Picture 4 

Click on the “MerchantID” in the “Merchant ID” column to see the 

information about this Terminal and it’s settings. 

 

2.3.1 Terminal parameters  

The user sees all the information about selected terminal and can changes setting 

of  this terminal in the form “Terminal Data” : Picture 5 

 

The main terminal’s parameters are: 

 

 Merchant identification number – Merchant ID  

 Terminal identification number – Terminal ID:  

 Merchant – Merchant Name 

This parameters are assigned by acquiring bank during Merchant registration 

and user can not change main parameters. 

Picture 4 
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• In the field "Cutt-Off time" the time for forming a transaction batch for 

one business-day is set in case. This parameter can be changed if the 

merchant for some reason does not agree with the standard time of 

business-day closure. 

Batch – is a file that contains all transactions with successful authorization code 

000 "Approved". That file is transferred by the gateway to the clearing systems of 

processing center and acquiring bank. Daily all transactions occurred during the period of 

the time between previous and current day are stored in the batch. 

As shown in the example (Picture 4) all terminals in field "Cutt-Off time" have a 

dash; it means that for these terminals (merchants) the standard value of business day closure 

is set – AUTO.(Picture 5).  

It corresponds to the time set for batches forming for all gateway merchants. 

 Field "Number of attempts to enter card" (pic. 5) indicates the 

number of unsuccessful attempts of card's parameters input at gateway 

page; after that the return to the shop page takes place. It is used for 

prevention of card parameters fitting. 

 Field "Success URL (SUCCESS_URL)" – contains the return URL 

address of the merchant’s site after successful authorization 

 Field "Failure URL(FAILURE_URL)" contains URL address after 

unsuccessful authorization 

 Field "Notify URL(NOTIFY_URL)" contains address for notification 

of merchant  

For more details, please refer to instructions: Payment gateway "e- Commerce Connect 

Gateway". Communication Interface. Guidance of the e-shop administrator.  

 

Picture 5 
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3. Transactions 
 

Section “Transactions” in the main menu is used for searching of transactions 

and their detailed analysis. Picture 6 

 

3.1 Transaction Search 

There is a form "Transaction search" when you access the menu 

(Picture 6); Parameters for searching transactions must be entered in this 

form(Picture 7). 

 Field “Merchant” – select a Merchant Name from the list 

 Field “Operation Type” – select a type of operation(Purchase/Refund 

and etc.) from the list 

 Fields “From” and “To” – enter the date and time interval in which 

the transaction was made  

 Fields “PAN” – for the search using the card number. For it please 

enter: "BIN number * last four digits of the card number". Also user can 

search by entering: “ * last four digits of the card number ” or “ BIN 

number * ”.  

 After the parameters are indicated, the "Search" button should be 

clicked.   

Picture 6 
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After searching by the entered parameters, the user will see a form with a list of 

transactions corresponding to the search parameters. 

3.1 Transactions > Search results 

Form “Transactions > Search results” contains brief information on 

transactions, up to 10 on one page. Above you can find filter parameters. 

Menu for a page change is under the table: 

Picture 7 

 

Picture 8 
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3.3 Transaction Overview, Funds Refund 
 

If user needs to pass to the form Overview transaction Picture 9 please select 

the necessary number of the request in the first column “ID” Picture 8. In this form 

Picture 9, the merchant can see detailed information about the selected transaction: 

Also, through this form, the merchant can make on full or partial funds refund of 

the “Purchase” if it necessary. For this purpose there is a possibility of processing a 

reversal transaction, a new transaction is created "Reversal".  

Reversal transactions performance is possible only within 30 days from the date 

of the initial transaction and only once for each initial transaction. To perform a 

reversal it is necessary to enter an amount to be returned into the lower field “Enter 

amount to reverse”. Amount must be input without punctuation marks together 

with cents (ex. amount of 100 EUR should be input as 10000), but not exceeding 

the amount of the initial transaction. After data input, press the button "Submit"

Picture 9 
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3.4 Preauthorizations 

 
The Bank can order the possibility of having pre-authorizations for E-commerce 

merchants by sending an official request to UPC. 

In case if the merchant sends a request with additional parameter as Delay=1, such 

transaction will not be shipped to settlement, but the amount will be blocked at the 

cardholders' account. This the cardholder will have a usual procedure of E-commerce 

payment using a 3D-Secure scheme or CVC2/CVV2 entering. 

To complete the payment, shipping amount to settlement, the merchant should complete 

such transaction via Form “Transactions > Search results” by completing the following 

steps:Picture 10 

  

1. Find transaction "Preauthorization" and click on the corresponding ID 
 

 

This transaction has some restrictions: 

 

 final amount can not exceed 20% amount of the initial transaction; 

 after 30 days of “Preauthorisation” transaction, it is deleted automatically. 

 

  

Picture 9 

 

Picture 10 
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2. Form "Preauthorization" shows transaction details. To complete the 

preauthorization it is necessary to enter an amount for final transaction into 

the lower field “Enter final amount for payment”. Amount must be input 

without punctuation marks together with cents (ex. amount of 100 

EUR should be input as 10000). After data input, press the button 

"Submit" 
 

 

 

3. The merchant will see 2 notes in the transaction window: “Purchase” and 

“Preauthorization” respectively: Picture 12  

 

 

 

 

 

 

 

 

Picture 11 

 

Picture 12 
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4. also in excellent interfaces the merchant can see 3 notes in the transaction 

window: “Purchase”, “Postauthorization” and “Preauthorization” 

respectively  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Picture 13 
 

 

 

Picture 14 
 

 

 

 
 

 

Picture 15 
 

 

 

 
 

 


