This guide was developed for online merchant administrators and web programmers to simplify payment gateway connection procedure and solve a number of issues arising while working with digital signature of messages.
Besides this guide, this archive contains batch-files; batch-files processing procedure is described below.

OpenSSL installation 
Prior to operation, Win32 OpenSSL should be dowloaded from https://www.openssl.org/source/ 
After installation, path to the bin folder should be registered in the “Path” variable (e.g., path=C:\OpenSSL\bin)

Key Generation

Key generation and exchange is carried out after a registration request has been submitted and eMerchant attributes have been designated, in particular a MerchantID.

Before key generation the config.dat file should be edited according to data of the merchant being connected. Config.dat data do not need to strictly comply with the data on connection request, the data are not used for signature generation or verification and serve only for file certificate identification.

The run.bat command with MerchantID parameter (e.g., run.bat 1770000) generates three files:

1770000.pem – private key

1770000.pub – public key

1770000.crt – certificate

Certificate file (*.crt) should be sent to UPC for eMerchant message authenticity check by the gateway.

Signature Generation

Signature is generated based on two files: *.pem and datafile. Datafile containes the data (fields), for which the signature is generated.

Note that field sequence should be kept, otherwise request will be rejected with 405 code (Signature is invalid).

The fields are recorded on datafile in the following sequence (this sequence should also be kept for software implementation):

MerchantId;TerminalId;PurchaseTime;OrderId,Delay;CurrencyId,AltCurrencyId;Amount,AltAmount;SessionData(SD);
The number of ; signs should remain the same. If a field is missing, ;; should be used. For example, SessionData(SD) field is missing, thus datafile will be as follows:

MerchantId;TerminalId;PurchaseTime;OrderId,Delay;CurrencyId,AltCurrencyId;Amount,AltAmount;;

If  Delay, AltCurrency or AltAmount fields are missing, comma is omitted before this fields. For example:

MerchantId;TerminalId;PurchaseTime;OrderId;CurrencyId,AltCurrencyId;Amount,AltAmount;;

MerchantId;TerminalId;PurchaseTime;OrderId,Delay;CurrencyId;Amount;;

MerchantId;TerminalId;PurchaseTime;OrderId;CurrencyId;Amount;;

For correct signature generation, the datafile should not contain any extra symbols (spaces, returns, line breaks). The datafile has to be checked for unnecessary symbols in HEX or FAR editor (F3, F4).

The data should be arranged likewise in case of software-based signature processing.

For signature generation, create_signature.bat should be launched with a *.pem value, e.g., create_signature.bat 1770000.pem. As a result two files will be updated or created: signature.bin (a signature) и signature (a base64-encoded signature). Signature file data are sent in the request as a signature. (Note: in the request, you cannot enter field name in the lower case, i.e., field named “merchantid” will not be registered as one.

Signature Verification

The fields should be entered into the from_gateway file for gateway data signature verification in the following order:

MerchantId;TerminalId;PurchaseTime;OrderId,Delay;Xid;CurrencyId,AltCurrencyId;Amount,AltAmount;SessionData;TranCode;ApprovalCode;
All requirements from the previous item are also obligatory for from_gateway generation.

Gateway data signature should be placed into signature file for verification.

Note that the number of significant symbols in one line of the signature file should not exceed 64 (the length of the line).

Launch check_signature.bat to verify the signature.

